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Information technology 
Introduction

This report summarises the 
findings of our work on the 
IT control environment and 

Introduction
Information technology controls often have a pervasive impact on 
controls at the application level.  IT also poses specific risks to an 
organisation’s internal control including:

financial IT systems.
organisation s internal control, including: 

 reliance on systems or programs that are inaccurately processing 
data or processing inaccurate data;

 unauthorised access to data may result in destruction of data or 
improper changes to data, including the recording of unauthorised 

i t t t tior non-existent transactions;

 the possibility of IT personnel gaining access privileges beyond 
those necessary to perform their assigned duties; 

 unauthorised changes to data in master files, systems or 
programs;p g

 inappropriate manual intervention; and 

 potential loss of data or inability to access data as required.

We therefore conducted an IT general controls review of key financial 
systems to evaluate whether these IT controls were appropriately 
designed and were operating effectively.  The results of the review 
provide management with an assessment of the general IT control 
environment underpinning the key financial systems, the risks 
associated with any deficiencies identified and recommendations on 
how these can be mitigated going forward.  Our review covered the 
following specific areas:following specific areas:

 access to programs and data;

 program changes and developments;

 computer operations; and

d ti
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 end-user computing.



Information technology 
Financial systems used by the Council

The diagram below summarises the financial systems and the primary departments in which they are used, along with IT support arrangements.  
We included all four systems in the scope of our work.

Microsoft Dynamic GP

Financial ledger system used to 
d ll fi i l t ti

Financial IT systems

record all financial transactions; 
source of the financial statements

PECOS Orchard Capita

Finance 
department

Electronic purchasing 
software

Housing rent
software

Housing benefits, council 
tax and non-domestic rates

software

IT t

Revenues department Housing departmentProcurement department

IT t t IT t t IT t t

IT support –
system 

administration

IT t h d d t k t

IT support – system 
administration

IT support – system 
administration

IT support – system 
administration
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IT support – hardware and network support



Information technology 
Overall arrangements

Area Detailed findings

Structure The IT department consists of around 40 staff and the head of department reports to the executive director – support 
services The department provides two services:services.  The department provides two services:

 IT services: responsible for infrastructure and security; and

 IT business services: providing support to all IT users across the Council.

Change 
management

All IT software changes are developed by third parties under service level agreements.  Implementation is managed by the 
IT department; some upgrades are implemented with the assistance of the third party software developermanagement IT department; some upgrades are implemented with the assistance of the third party software developer.

Physical 
security

All applications are located at the Council’s headquarters and subject to expected controls, including:

 restricted access to the room;

 CCTV coverage and a visitors log;

 temperature control, air conditioning and cooling systems; and

 smoke and heat detection and gas suppression systems.

Back-up and 
disaster 

All server data is backed up regularly and stored in one of two separate locations (Haddington and Macmerry).

Disaster recovery and business continuity plans exist; disaster recovery plans associated with systems classified (byrecovery Disaster recovery and business continuity plans exist; disaster recovery plans associated with systems classified (by 
management) as ‘high priority’ are tested annually.
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Information technology 
Detailed findings

Area Detailed findings Action 
plan 

reference
Overall 
findings

Policy All new employees receive a copy of the IT acceptable use policy and must sign an 
acknowledgement form to confirm that they have read and understood the policy.

The policy is being reissued to all education staff following a recent data security breach.  However, 
there is otherwise no scheduled periodic resigning or training to ensure and enhance awareness 
and compliance with the policy

One 

and compliance with the policy.

Policy There is no defined timetable to update the IT acceptable use policy and it has not been updated 
since January 2010.   While our high level review of the policy did not identify any significant 
weaknesses, the IT environment and the way in which staff operate, continues to develop and 
evolve, with an ever-increasing emphasis on portable data and handheld devices.

Two 

Access The IT policy requires that system passwords are at least eight characters in length and must 
include special and numeric characters.  We identified the following non-compliance with the policy:

 the housing rent system requires only that passwords are six characters; and

 the over-arching Windows, financial ledger and procurement system passwords can also be six 
characters with no requirement for special or numerical characters

Three 

characters, with no requirement for special or numerical characters.

The IT policy is consistent with good practice, however the main financial systems allow staff to use 
passwords which do not meet the defined criteria. 

In addition, there are inconsistencies in the time required between forced password changes, 
ranging from 45 to 90 days.  

Key:  Significant weakness in key controls exists
 Weaknesses in the control process were identified
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 No areas for improvement were identified

Source: KPMG observations during the audit.



Information technology 
Detailed findings (continued)

Area Detailed findings Action 
plan 

reference
Overall 
findings

Access The human resources department provides monthly lists of leavers to the majority of systems 
administrators, with the exception of the revenues department.  We identified a number of 
weaknesses:

 The revenues department performs a six monthly review of housing rent system users, but none 
have been performed in 2011-12 due to time being spent on system upgrades We tested a

Four 

have been performed in 2011 12 due to time being spent on system upgrades.  We tested a 
sample of leavers – provided by the payroll department – and identified four staff who no longer 
work for the Council, but continue to have access to the housing rent system.   None of these 
individuals have logged onto the system since leaving employment.

 The procurement system and financial ledger administrators are notified of leavers, but do not 
retain evidence of this notification or that the member of staff has been removed from theretain evidence of this notification or that the member of staff has been removed from the 
system.
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Appendix one
Action plan

The action plan 
summarises specific 

d ti

Priority rating for recommendations

Grade one (significant) observations are those 
l ti t b i i hi h l l th

Grade two (material) observations are those on less 
i t t t l t ff it

Grade three (minor) observations are those 
d ti t i th ffi irecommendations, 

together with related risks 
and management’s 
responses.

relating to business issues, high level or other 
important internal controls.  These are significant 
matters relating to factors critical to the success of 
the Council or systems under consideration.  The 
weaknesses may therefore give rise to loss or 
error.

important control systems, one-off items 
subsequently corrected, improvements to the 
efficiency and effectiveness of controls and items 
which may be significant in the future.  The weakness 
is not necessarily great, but the risk of error would be 
significantly reduced if it were rectified.

recommendations to improve the efficiency 
and effectiveness of controls and 
recommendations which would assist us as 
auditors.  The weakness does not appear to 
affect the availability of the control to meet 
their objectives in any significant way.  These 
are less significant observations than grades 

t b t till id th it

Finding(s) and risk(s) Recommendation(s) Agreed management actions

1 IT li i G d ( i l)

one or two, but we still consider they merit 
attention.

1 IT policies Grade two (material)

There is no scheduled periodic resigning of the IT 
acceptable use policy during an employee’s period of 
employment, or training, to ensure and enhance awareness 
and compliance with the policy.

Management should implement a 
mechanism to ensure that staff remain 
up to date with all aspects of the policy.

We currently operate a four year re-signing regime 
for our acceptable use policies.  However, we will 
tighten this up to ensure they are re-signed every 
two years.

There is a risk of complacency or a lack of awareness of 
specific aspects of the policy, which may result  in loss of 
data or inappropriate use of Council IT systems and 
programmes. The impact of risks materialising is likely to 
be based on reputational damage.

The Council have recently purchased additional 
licences for our online information awareness 
training tool to cover all staff.  It is proposed that all 
staff will be required to undertake the training.

Responsible officer:  IT services manager

Implementation date:  31 March 2013
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Appendix one
Action plan (continued)

Finding(s) and risk(s) Recommendation(s) Agreed management actions

2 IT policies Grade three (minor)2 IT policies Grade three (minor)

There is no defined timetable to update the IT acceptable 
use policy and it has not been updated since January 
2010.   

There is a risk that reactive policy updates fail to prevent 
d t l i

Similar to all Council policies, the IT 
acceptable use policy should be subject 
to annual review to determine whether 
updates are required.

Both the school and corporate acceptable use 
policies are currently reviewed and revised if 
appropriate, on an annual basis.  Currently, reviews 
are not recorded on the policy document, which only 
records dates when changes have actually been data loss or compromise. records dates when changes have actually been 
made.

We will include a version control record on the policy 
documents to note when they have been reviewed / 
revised, which will continue to be annually.

Responsible officer:  IT services managerp g

Implementation date:  31 July 2012

3 Access - passwords Grade two (material)

The IT policy requires that system passwords are at least
eight characters in length and must include special and

Management should, where systems 
it i t d i t t h

IT will review the password control for individual 
t ith th i b i d deight characters in length and must include special and 

numeric characters.  

The IT policy is consistent with good practice, however the 
main financial systems allow staff to use passwords which 
do not meet the defined criteria. 

In addition there are inconsistencies in the time required

permit, introduce a consistent approach 
to forced password changes and a 
consistent approach to password 
changes.

systems with their business owners and recommend 
that they are brought in line with the overall IT policy 
on passwords wherever feasible.

Responsible officer:  IT business services 
manager

Implementation date 31 December 2012In addition, there are inconsistencies in the time required 
between forced password changes, ranging from 45 to 90 
days.  

There is a risk that passwords are not sufficiently robust, 
and that passwords become out of sync and staff keep a 
written note of their passwords.

Implementation date:  31 December 2012
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Appendix one
Action plan (continued)

Finding(s) and
risk(s)

Recommendation(s) Agreed management actions

G ( )4 Access - leavers Grade two (material)

The human resources 
department provides 
monthly lists of leavers 
to the majority of 
systems

The human resources 
department should notify 
all system administrators 
of leavers and these 
d i i t t h ld

IT will work with human resources / payroll to identify all relevant system owners / 
administrators to enable the system owners / administrators to be notified of leavers.
Responsible officer:  IT business services manager; Implementation date:  31 
December 2012

systems 
administrators, with the 
exception of the 
revenues department.  
However, there is a 
general lack of 
evidence retained to

administrators should 
retain evidence to 
demonstrate that leavers 
have been removed from 
the system.

Human resources staff will implement a business process to email the IT service desk 
with leaver information, as soon as a leaver is confirmed.
Responsible officer: senior human resources adviser; Implementation date: 31 
August 2012

IT client teams will create and subsequently maintain a list of business system 
owners/administrators
R ibl ffi IT li t t l d I l t ti d t 31 A t 2012evidence retained to 

evidence action.  We 
also identified four 
former members of 
staff who still had 
access to the housing 
rent system.

Responsible officers: IT client team leaders; Implementation date: 31 August 2012

IT service desk actions - on receiving a leaver email from human resources, the IT 
service desk will
 create a request call on the eSD service desk system
 allocate the eSD call to the IT infrastructure and security team
 email the system administrators on the list maintained by the IT client teams
Responsible officer: service desk and support team leader; Implementation date: 31rent system.

There is a risk of 
unauthorised access to 
IT systems.

Responsible officer: service desk and support team leader; Implementation date: 31 
December 2012

IT Infrastructure and security team action
 arrange to revoke network and phone access from the end of the leaving date
 set the eSD call to resolved
Responsible officer: infrastructure and security team leader; Implementation date:  
31 December 201231 December 2012

Business based, system administrator actions - on receipt of leaver information from the 
IT Service Desk, the systems administrator will
 check whether the leaver has access to the system(s) that they administer
 arrange to revoke system access at the end of the leaving date if applicable
 maintain a record of leaver actions taken for audit purposes
Responsible officer: individual system administrators; Implementation date: 31
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Responsible officer: individual system administrators; Implementation date: 31 
December 2012
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