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East Lothian

Council
REPORT TO: Cabinet
MEETING DATE: 11 September 2011
BY: Executive Director (Support Services)

SUBJECT: Data Protection Policy

1 PURPOSE

1.1 To seek approval from Cabinet of the proposed Data Protection Policy.

2 RECOMMENDATIONS

2.1 That Cabinet approves the Data Protection Policy and adopt it as a
Council Policy.

3 BACKGROUND

3.1 The Data Protection Act 1998 imposes certain obligations on East
Lothian Council as to how it handles the personal information that it has
about individuals and how it deals with requests from individuals who
want to gain access to any personal information that the Council holds
about them. East Lothian Council is registered as a Data Processor with
the Information Commissioner.

3.2 It is good practice and important for reasons of transparency and
openness that the Council should have a Data Protection Policy in place.

3.3 The Information Commissioner in his published guidance places
particular emphasis on the importance of Data Processors such as the
Council having policies in place as to how personal information will be
handled and how it proposes to fulfil its obligations under the Act.

3.4 The Data Protection Policy has been subject to Council Management
Team consideration and approval as well as workforce and Trades
Unions Consultation. The Policy on Data Protection is not a collective
agreement with the Trades Unions. The draft was commented on and
approved by a senior official from the Information Commissioner’s Office.
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6.1
6.2
6.3

7.1
7.2
7.3

POLICY IMPLICATIONS

The Policy will provide clarity and consistency of approach for staff,
clients and members of the public

EQUALITIES IMPACT ASSESSMENT

An EQIA has been undertaken and no negative impacts have been
identified.

RESOURCE IMPLICATIONS
Financial — None.
Personnel — None

Other — None

BACKGROUND PAPERS
Data Protection Policy
Data Protection Act 1998

The Information Commissioners Guidance

AUTHOR’S NAME | Dr Renate Gertz

DESIGNATION Data Protection, Freedom of Information & Surveillance

Law Compliance Officer

CONTACT INFO rgertz@eastlothian.gov.uk

ext. 7993

DATE

29 August 2012
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1. Introduction

1.1

1.2

2.1

2.2

3.1

This document sets out East Lothian Council’s policy regarding data
protection. The Council is fully committed to compliance with the
requirements of the Data Protection Act 1998 (the DPA) and will
follow procedures that aim to ensure that all employees, elected
members, contractors, agents, consultants, partners of the Council
who have access to any personal data held by or on behalf of the
Council, are fully aware of and comply with their duties and
responsibilities under the DPA.

The DPA came into force in 2000. Under the DPA, there are two
general rights relating to personal data: the right of access and the
right to have personal data processed. East Lothian Council needs
to collect and use certain types of information about people with
whom it deals in order to operate. These include current, past and
present employees, suppliers, members of the public and others
with whom it communicates.

Statement of Intent

East Lothian Council regards the lawful and correct treatment of
personal data as very important to successful operations, and to
maintaining confidence between those with whom it deals, both
internally and externally.

East Lothian Council recognises the importance of ensuring that the
Council treats personal data lawfully and correctly and the Council
fully endorses and adheres to the principles of data protection
detailed in the DPA. Any employee found to be breaching the terms
and conditions of this policy may be subject to disciplinary
procedures.

Definitions

Personal data: Data which relate to a living individual who can be
identified from those data or any other data likely to come into the
possession of the data controller. This includes any expressions of
opinion and any indications of the intentions of the data controller,
or any other person, in respect of the individual.
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Data controller: Legal person or persons who decide the purpose for
which personal data are to be processed. In this instance the
Council is the data controller for all personal data it processes.

Data Processor: A person (other than an employee of the data
controller) who processes personal data on behalf of a data
controller.

Data subject: An individual about whom the Council holds personal
data.

Principles: There are 8 data protection principles in accordance with
which personal data must be processed. See Appendix 1 for the list
in full.

Notification

Data Controllers are required to notify the Information
Commissioner of the processing that they undertake.

The Council will maintain its register entry and annually review its
processing to ensure that its register entry is accurate and up to
date.

The Data Protection Principles
Specifically, the Principles require that personal information-

shall be processed fairly and lawfully and, in particular, shall not be
processed unless specific conditions are met;

shall be obtained only for one or more specified and lawful purposes
and shall not be further processed in any manner incompatible with
that purpose or those purposes;

shall be adequate, relevant, and not excessive in relation to the
purpose or purposes for which they are processed;

shall be accurate and, where necessary, kept up to date;

shall not be kept for longer than is necessary for that purpose or
those purposes;

shall be processed in accordance with the rights of the data subjects
under the Act;

appropriate technical and organisational measures shall be taken
against unauthorised or unlawful processing of personal data and
against accidental loss or destruction of, or damage to personal
data;

shall not be transferred to a country outside the European Economic
Area unless that country or territory ensures an adequate level of
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protection for the rights and freedoms of data in relation to the
processing of data.

Compliance with the Principles

East Lothian Council will, through appropriate application of criteria
and controls

ensure the fair collection and use of information;

meet its legal obligations to specify the purposes for which
information is used; including specific requirements that must be
met to ensure fair and lawful sharing of personal data both
internally and externally;

collect and process appropriate information only to the extent that
is needed to fulfill operational needs or to comply with any legal
requirement;

ensure the accuracy of information used;

implement procedures to restrict the length of time information is
held;

ensure that people about whom information is held, are able to fully
exercise their rights under the Act, including the right to be
informed that processing is undertaken, the right of access to their
personal information, the right to prevent processing in certain
circumstances and the right to correct, rectify, block or erase
information which is regarded as inaccurate information;

ensure compliance with the East Lothian Council IT Policies/
Information Security Polices to safeguard personal data;

ensure that information is not transferred abroad without suitable
safeguards.

Information Handling and Collection (1%t and 2"? Principles)

East Lothian Council will process all personal data for the purpose of
providing an effective delivery of service in accordance with the
aims, responsibilities and obligations of the Council.

All personal data will be processed in accordance with the Council’s
notification to the Information Commissioner.

The Council will, when collecting personal data, as far as it is
practicable inform data subjects of the purposes for which the
Council will use their personal data.

Personal data will only be collected where there is a specific purpose
for doing so. It will not be used for any other purpose except where
allowed by the DPA or required by law.
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Records Management (3™, 4" and 5" Principles)

The Council will implement procedures to ensure that all personal
data it holds are accurate in respect of matters of fact and, where
necessary, kept up to date.

Opinions of officers of the Council that are recorded will be carefully
and professionally expressed.

The Council will not hold personal data for longer than is reasonably
required. The Council will comply with its retention schedule.

Further information about retention schedules can be found in East
Lothian Council’s Records Management Policy.

Individual Rights (6™ Principle)

The DPA gives individuals a general right of access to their personal
data. This is called the subject access right. A data controller has
40 calendar days to respond to any subject access request made in
writing. East Lothian Council will deal with all subject access
requests accordingly. Upon receiving a request, departments will
forward it on to the Data Protection/FOI Team. Subsequently, when
asked, the department will scan the relevant data and email the
resulting PDF files to the Data Protection/FOI Team who will do the
necessary redacting before releasing the information to the data
subject.

Security (7" Principle)

East Lothian Council will ensure that there is someone with specific
responsibility for data security. Currently, the IT Security Officer
has this responsibility.

All officers of the Council are responsible for ensuring that personal
data are held securely at all times.

Access to all Council systems is password protected and only
authorised personnel have access.

Personal data will be safely and responsibly destroyed when they
are no longer required.

All officers of the Council and individuals undertaking work for the
Council will adhere to the Council’s IT security policies and
procedures.
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Data Export (8" Principle)

East Lothian Council will adhere to the 8™ Principle and ensure that
no personal data are transferred outside the EEA.

ELC will not use external data storage providers that cannot
guarantee that data will not leave the EEA.

Disclosures

East Lothian Council reserves the right to disclose information under
certain circumstances where allowed by law.

When a request for disclosure is made, the Council will consider
each request individually and where a disclosure is justified, the
Council will only disclose the minimum data required.

In order to improve service delivery and to meet its responsibilities,
the Council may enter into data sharing agreements with other
organisations where data sharing is allowed by law. Where this is
the case, the Council will ensure that a Data Sharing Protocol with
that organisation is in place which ensures the data sharing is in
compliance with the law and this policy.

Elected Members and Data Protection

Where Elected Members work on behalf of the Council, this policy
applies to them. Should any breach of the DPA occur, it will be the
Council’s responsibility.

Where Elected Members work for their constituents, they are data
controllers in their own right and must register with the Information
Commissioner. Should any breach of the DPA occur, it will be the
Elected Member’s responsibility.

Complaints, Enforcement and Dealing with Breaches

All complaints regarding data protection should be made though the
Councils feedback procedure.



14.2

14.3

14.4

15.

16.

East Lothian Council
Data Protection Policy

The maximum fine for data protection breaches is £500,000.
Therefore, the Data Protection & Freedom of Information
Compliance Officer should immediately be informed of any
suspected internal breaches of the DPA.

All Council staff, contractors and elected members will cooperate
fully with any investigation into an alleged breach of the DPA
undertaken by the Data Protection & Freedom of Information
Compliance Officer or the Information Commissioner.

The Data Protection & Freedom of Information Compliance Officer
will apply a fair and consistent approach to the recording and
management of all data protection breaches, including notification
of breaches to affected individuals where necessary. In each case,
this will include a risk assessment of the consequences of the
breach, conducted in line with the relevant guidance from the
Information Commissioner’s Office and up to date case law.
Precedent within the Council will also be taken into account.

Managing Data Protection
East Lothian Council will ensure that-

the Data Protection & Freedom of Information Compliance Officer
will provide advice on all aspects of this policy to all officers
processing personal data within Council;

everyone managing and handling personal data understands that
they are responsible for following good data protection practice;
everyone managing and handling personal data is appropriately
trained to do so and has the opportunity to attend training sessions;
everyone managing and handling personal data is appropriately
supervised;

queries about managing and handling personal data are promptly
and courteously dealt with;

methods of managing and handling personal data are regularly
assessed and evaluated

performance of managing and handling personal data is regularly
assessed and evaluated.

Review of Policy

This policy will be reviewed every three years from the date of
approval.
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Contact Information

East Lothian Council’'s Data Protection & Freedom of Information
Compliance Officer can be contacted at:

Data Protection and Freedom of Information Compliance Officer
Law & Licensing

John Muir House

Haddington

foi@eastlothian.gov.uk

Tel. 01620 82 7993
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APPENDIX 1

The Data Protection Principles

1 Personal data shall be processed fairly and lawfully

2 Personal data shall be obtained only for one or more specified and
lawful purposes, and shall not be further processed in any manner
incompatible with that purpose or those purposes.

3 Personal data shall be adequate, relevant and not excessive in relation
to the purpose or purposes for which they are processed.

4 Personal data shall be accurate and, where necessary, kept up to date.

5 Personal data processed for any purpose or purposes shall not be kept
for longer than is necessary for that purpose or those purposes.

6 Personal data shall be processed in accordance with the rights of data
subjects under the Data Protection Act.

7 Appropriate technical and organisational measures shall be taken
against unauthorised or unlawful processing of personal data and against
accidental loss or destruction of, or damage to, personal data.

8 Personal data shall not be transferred to a country or territory outside
the European Economic Area unless that country or territory ensures an
adequate level of protection for the rights and freedoms of data subjects
in relation to the processing of personal data.
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APPENDIX 2

The Rights of Individuals

The DPA gives rights to individuals in respect of personal data held about
them by others. These rights are:

ke

o

Right of subject access

Right to prevent processing likely to cause damage or distress

Right to prevent direct marketing

Right in relation to automated decision-making

Right to take action for compensation if an individual suffers
damage by any contravention of the DPA by the data controller
Right to take action to rectify, block, erase or destroy inaccurate
data

Please contact the Data Protection & Freedom of Information Compliance
Officer for more information on an individual’s rights under the DPA.

12
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APPENDIX 3

Criminal Offences under the DPA

. Processing without notification
. Failure to notify the Information Commissioner of changes to the

notification register entry
Failure to comply with an Enforcement or Information Notice served
by the Information Commissioner

. Knowingly and recklessly making a false statement in compliance

with an Information Notice

. Unlawful obtaining, disclosing or procuring the disclosure of

personal data
Unlawful selling of personal data

. Enforced subject access.

13
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APPENDIX 4

Data Protection Procedures

Is it personal/sensitive personal data?
Collecting/processing (sensitive) personal data
Subject Access Request

CCTV - Request for recording
Application for record amendment
Council-internal data sharing
Council-external data sharing
Outsourcing

Court Order for data release

Police request for personal data
Request from the Procurator Fiscal
Data Protection Breach

14
15
16
17
18
19
20
21
22
23
24
25
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Is it personal/sensitive personal data?

Avre the data about a » No »| Not personal data; the DPA does
particular person? not apply!
A\ 4
Yes
A\ 4
. Not personal data; the DPA does
Is the person alive? No >
not apply!
A 4
Yes
A\ 4
Is the person identifiable? No g Not personal data; the DPA does
/ not apply!
From the data alone From the data plus other
information we hold
about the person
Yes

A\ 4

Are the data about the person’s
health, ethnicity, religious

belief, political opinions, union " No >| Personal data
membership or convictions?
v A -
Sensitive personal data ,| Arethedataina

| relevant filing system?

The DPA applies!

15
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Collecting/processing (sensitive) personal data

Are you collecting/processing (senstitive) personal data?

Do the data subjects know who the data
controller is?

A 4

No

Contact the Data Protection
Compliance Officer for the
Yes correct wording to provide data
subjects with a privacy notice.

A 4

Have you given an explanation of what

you intend to do with the data? » No

A 4

Yes

A 4
Is there a Schedule 2 (or Schedule 2 and Contact the Data Protection
3 condition for sensitive personal data) > No ™ Compliance Officer for
condition that allows you to process the advice.
data?

A\ 4

Yes

Collect/process the data.

16
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Subject Access Request (SAR)

Are you sure about the
identity of the applicant?

Yes

l

Was the request in writing?

\4

No

Request proof of
ID from the

A 4

applicant

Are you sure about the
identity of the applicant?

\4

No

Ask for the
request to be

Y

made in writing

A 4

No

Request proof of ID
from the applicant

A 4

Forward it immediately to Law & Licensing at foi@eastlothian.gov.uk for validation

and registration. A reference number will be allocated and an acknowledgement issued
to the applicant advising when they might expect to receive a response

A 4

A

Yes

Is the information to be released?

\ 4

\ 4

Law & Licensing will ask
you to scan the information
in and email it to
foi@eastlothian.gov.uk. The
files will then be redacted if
required and sent out with
the standard wording,
notifying the applicant of
their rights of appeal.

No, an
exemption

may apply

\ 4

\ 4

No, information is not held

A 4

Law & Licensing will issue
the appropriate response

17
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CCTV — Request for recording

Does ELC hold the recording?

CCTV team will issue an
Yes No ™ appropriate response.

A 4

A 4

Ask for written version, then:

A 4

No

Is the request in writing?

Yes

Forward to Law & Licensing at foi@eastlothian.gov.uk for
validation and registration. A reference number will be
allocated and an acknowledgement issued to the applicant
advising when they might expect to receive a response.

\4
Is the information to be released?

Yes No, an exemption may apply.
A 4 A 4
Law & Licensing will ask you to copy the Law & Licensing will issue
recording onto a DVD and send it to the appropriate response.

requester.

18
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Application for record amendment

Ask for the

request to be

A 4

identity of the applicant?

made in writing

\ 4

Was the request in writing? > No
A 4
Yes
\4
Are you sure about the > No

| Request proof of ID
"| from the applicant

Forward it immediately to Law & Licensing at foi@eastlothian.gov.uk for validation
and registration. A reference number will be allocated and an acknowledgement issued
to the applicant advising when they might expect to receive a response

\ 4

Yes

Is the information to be released?

A 4

A 4

Law & Licensing will ask
you to scan the information
in and email it to
foi@eastlothian.gov.uk. The
files will then be redacted if
required and sent out with
the standard wording
notifying the applicant of
their rights of appeal.

No, an
exemption

may apply

\ 4

No, information is not held

Law & Licensing will issue
appropriate response

19
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Council-internal data sharing

Are the data you want to share with
another Council deparment (sensitive)
personal data?

v

A 4

Are the data more substantial than
merely passing on/asking for a phone
number, address or name?

No

\ 4

The DPA does not apply — no

problem with sharing the data.

A\ 4

Is data sharing included in the privacy
notice?

No problem with sharing the data.

.| No, I just want to verify a name, a
"| phone number, an address.

l

No problem with sharing the data.

Yes

.| Would data subjects expect
data to be shared/passed on?

No

Y

personal) data apply?

Does a condition from Schedule 2
(or Schedule 2 and 3 for sensitive

Yes

No

The data cannot be shared!

20
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Council-external data sharing

Are the data you want to share with an
outside agency (sensitive) personal
data?

»| The DPA does not apply — no
problem with sharing the data.

Is data sharing included in the privacy - Provide a privacy notice with
. » No .
notice? the option to opt out.
\ 4
Yes
v
LZ:ZSre a statutory duty to share the > Ves » No problem with sharing the data.

v

Does a Schedule 2 condition (or

Schedule 2 and 3 condition for No [——| The data cannot be shared.

A 4

sensitive personal data) apply?

L Contact the Data Protection

Compliance Officer to have a
data sharing agreement drafted

No [—

\ 4

Is a data sharing agreement in place?

and signed.

Yes

The data can be shared.

21
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Outsourcing

Will the data the contractor have access
to (sensitive) personal data?

\4

A 4

Is a procurement contract/contract for
services in place?

No

The DPA does not apply — no

- problem with outsourcing.

No

Is data processing by a contractor
included in the privacy notice to the data
subjects?

\4

The contractor cannot have
access until a procurement

Does a Schedule 2 condition (or
Schedule 2 and 3 condition for sensitive
personal data) apply?

Y

No

Is a data processing agreement in place?

No

A 4

A 4

contract/contract for services is
in place.

Provide a privacy notice with
the option to opt out.

| The data cannot be accessed/

Yes

A 4

No

"1 disclosed.

Contact the Data Protection
Compliance Officer to have a
data processing/non-disclosure
agreement drafted and signed.

Y

The contractor can have
access to the data.
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Court Order for data release

for data release?

Have you received a Court Order

l

Yes

A reference number will be allocated.

Forward it immediately to Law & Licensing at foi@eastlothian.gov.uk for registration.

\ 4

Is the information held?

Yes

A 4

Law & Licensing will ask you to scan the
information in and email it to
foi@eastlothian.gov.uk. The Data
Protection Compliance Officer will sign the
Certificate and issue the files.

No

\4

The Data Protection Compliance Officer will
sign the Certificate and explain that no data are
held.

23
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Police request for personal data

Does t_hg request rglate toa » No ™ Request must be refused
specific investigation?
\ 4
Yes
Is the information held? » No > R(_espectlve notlflcatlo_n
will be sent to the police

Is the request for:
e Prevention or detection of crime

e Apprehension or prosecution of offenders || No Request must be refused

\4

Yes

l

Forward it immediately to Law & Licensing at foi@eastlothian.gov.uk for validation
and registration. A reference number will be allocated and the police officer will be
asked to fill in a section 29 form.

|

Section 29 provides an exemption from the non-disclosure of personal data to
third parties and leaves it up to the data controller whether to comply with the
request.

If the decision is made to release the data Law & Licensing may ask you to scan
the information in and email it to foi@eastlothian.gov.uk. The files will then be
redacted if required and issued.

24
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Request from the Procurator Fiscal

Is it a formal request from the PF?

Request must be refused

Yes

l

No >
v
Yes
\ 4
Does the request relate to N .
epe . . . > 0 >
a specific investigation?
A 4
Yes
\ 4
Is the information held? » NO [—»
\ 4

Respective notification
will be sent to the PF

Request must be refused

Forward it immediately to Law & Licensing at foi@eastlothian.gov.uk for validation

and registration. A reference number will be allocated.

A 4

Section 29 provides an exemption from the non-disclosure of personal data to
third parties. Law & Licensing may ask you to scan the information in and
email it to foi@eastlothian.gov.uk. The files will then be issued.

25



mailto:foi@eastlothian.gov.uk
mailto:foi@eastlothian.gov.uk

East Lothian Council
Data Protection Policy

Data Protection Breach

Did a data loss occur? Did an inappropriate data disclosure occur?
47 \4
Yes Yes

Forward it immediately to foi@eastlothian.gov.uk. The DP Compliance Officer will notify the
Information Commissioner via telephone before beginning an in-depth investigation.

y

Were the data sensitive personal data?

\ 4

Conduct interviews with staff members involved

A

l

Does the staff member know where/how the Who was/were the recipient/s of the wrongfully

files were lost?

disclosed data?

v

Have attempts been made to recover files? Contact the individuals; ask to return/delete data

Yes — no success

No

N

Attempt should
be made.

A 4

Conduct risk assessment

\ 4

Notify data subjects

A\ 4

Fill in self-notification form and
send to Information
Commissioner
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