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East Lothian

Council
REPORT TO: Audit and Governance Committee
MEETING DATE: 18 February 2020
BY: Service Manager — Internal Audit
SUBJECT: CIPFA role of the Head of Internal Audit
1 PURPOSE

1.1 To inform the Audit and Governance Committee of the CIPFA Statement on the
role of the head of internal audit in Public Service Organisations (2019 edition)
and to highlight the key organisational responsibilities associated with the Audit
and Governance Committee within the statement.

2 RECOMMENDATION
2.1 That the Audit and Governance Committee note:

i.  the two key principles through which the head of internal audit (HIA) (for
East Lothian Council this is currently the Service Manager — Internal
Audit), plays a critical role in delivering the strategic objectives;

i. the three key principles that the HIA must comply with to perform this
role; and

ili. the identified areas of interaction between the HIA and the audit
committee that support these principles.

3 BACKGROUND

3.1 The CIPFA Statement on the role of the head of internal audit in Public Service
Organisations (2019 edition) has been written to ensure alignment to the Public
Sector Internal Audit Standards (PSIAS) 2017.

3.2 The intended audience for the statement is not just HIA’s in the public services.
It should also be read by all those with a leadership role in public bodies and by
members of audit committees.

3.3 The statement highlights the following five key principles which are in place for
East Lothian Council, on page 5, that the HIA should:

» objectively assess the adequacy and effectiveness of governance and
management of risks, giving an evidence based opinion on all aspects of
governance, risk management and internal control;



3.4

3.5

champion best practice in governance and comment on responses to
emerging risks and proposed developments;

be a senior manager with regular and open engagement across the
organisation, particularly with the leadership team and with the audit
committee;

lead and direct an internal audit service that is resourced appropriately,
sufficiently and effectively;

be professionally qualified and suitably experienced.

Audit Committee interaction responsibilities

The key areas highlighted for the HIA and the Audit Committee are to ensure that:

>

there are established clear lines of reporting of the HIA to the leadership team
and to the audit committee (Page 6);

the internal audit charter (June 2020 Committee) and plan (Agenda Item 4)
are approved by the audit committee in accordance with the PSIAS (Page 6);

the audit committee terms of reference includes oversight of internal audit
including the monitoring of adherence to professional standards (Page 11);

the HIA’s reporting relationship with the audit committee and its chair as set
out in the internal audit charter is applied (Page 11);

the organisation’s governance arrangements give the HIA direct access to the
chief executive, other leadership team members, the audit committee and
external audit (Page 11);

the audit committee contributes to a performance framework for the HIA and
the internal audit service and takes action as appropriate (Page 13);

the audit committee provides support for and participates in the quality
assurance and improvement programme as set out in PSIAS (Page 13);

Page 12 of the statement provides specific commentary on the engagement that
the HIA should have with the audit committee, which is:

“The HIA’s relationship with the audit committee, and especially the chair, is
crucial. They should be mutually supportive in their aim to be objective and to
provide challenge and support across the organisation and improve governance,
risk management and internal control. The HIA must work closely with the audit
committee chair so that they are clear about their respective roles and make best
use of internal audit.”

POLICY IMPLICATIONS

None



6.1
6.2
6.3

INTEGRATED IMPACT ASSESSMENT

The subject of this report does not affect the wellbeing of the community or have
a significant impact on equality, the environment or economy.

RESOURCE IMPLICATIONS
Financial - None
Personnel - None

Other - None

BACKGROUND PAPERS

None

AUTHOR’S NAME Duncan Stainbank

DESIGNATION Service Manager — Internal Audit
CONTACT INFO 01620 827353
DATE 7 February 2020
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CIPFA, the Chartered Institute of Public Finance and Accountancy, is
the professional body for people in public finance. Our 14,000 members
work throughout the public services, in national audit agencies, in
major accountancy firms, and in other bodies where public money
needs to be effectively and efficiently managed.

As the world’s only professional accountancy body to specialise in
public services, CIPFA’s qualifications are the foundation for a career
in public finance. We also champion high performance in public
services, translating our experience and insight into clear advice and
practical services.

Globally, CIPFA shows the way in public finance by standing up for
sound public financial management and good governance.

Head of internal audit

The executive responsible for the organisation’s internal audit service,
including drawing up the internal audit strategy and annual plan and
giving the annual audit opinion. This could be someone from another
organisation where internal audit is contracted out or shared with
others. In PSIAS this role is referred to as the chief audit executive.
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\ introduction

The head of internal audit (HIA) occupies a critical position in any organisation, helping it to
achieve its objectives by evaluating the effectiveness of governance, risk management and internal
control arrangements and playing a key role in promoting good corporate governance. The aim of
this Statement is to set out the role of the HIA in public service organisations and to help ensure
organisations engage with and support the role effectively.

The UK Public Sector Internal Audit Standards (PSIAS)
provide clear standards for internal audit but heads of
internal audit in the public services face challenges ensuring
professional standards are maintained and their internal
audit teams remain effective. One key reason for this is that
the organisation in which they operate has a direct impact
on the resources, scope and authority given to internal audit.
While HIAs must step up and deliver a professional service
to the best of their ability, it is important to recognise this
responsibility does not lie solely with the HIA. As one of the
setters of the PSIAS, CIPFA considers it essential that public
service organisations properly support their internal auditors
to enable them to meet the standards.

For this reason it is critical that the CIPFA statement sets
out not only the responsibilities of the HIA but also those

of the organisation. CIPFA champions good governance

and strong public financial management in public services
and believes internal audit has an essential role to play in
supporting those objectives. CIPFA considers that HIAs need
recognition for their contributions, together with support
and encouragement. For these reasons we believe the time is
right for an updated CIPFA Statement.

Many heads of internal audit have already risen to the
challenges and so alongside the updated CIPFA Statement
we are publishing examples of how they are putting
principles into practice, providing excellent support and
assurance to their organisations and clients. We hope the
Statement and this resource will both inspire and support
internal audit going forward.

This edition ensures there is alignment to the PSIAS 2017.

It explicitly links to the Core Principles for the Professional
Practice of Internal Auditing, helping to demonstrate how the
HIA role supports internal audit effectiveness.

The intended audience for this statement is not just HIAs

in the public services. It should be read by all those with a
leadership role in public bodies and by members of audit
committees. CIPFA recommends those bodies evaluate their
organisational arrangements for internal audit and consider
the extent to which they align to the principles. We hope

it will be the basis of conversations between the HIA, the
leadership team and the audit committee and that the vital
role of the HIA is given its due recognition and support.

Let’s create the conditions in which heads of internal audit
and their teams can thrive.

Rob Whiteman
Chief Executive, CIPFA
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status of the

CIPFA Statement

The Statement is principle-based and should be relevant to all public service organisations and their
HIAs. It is intended to be helpful to a wide audience including leadership teams, chief executives,
audit committees and other stakeholders as well as HIAs themselves.

We believe organisations should see the Statement as best
practice and use it to support their HIA arrangements and
drive up audit quality and governance arrangements.

We also commend the Statement to individual internal
audit professionals. It articulates the core responsibilities of
the HIA, as well as the personal and professional skills that
they need.

The CIPFA Statement and the Public Sector
Internal Audit Standards

The Relevant Internal Audit Standard Setters (RIASS)!
mandate the PSIAS for their respective areas of responsibility
in the public services. They work together to agree

standards taking advice from the Internal Audit Standards
Advisory Board.

In PSIAS, as in the International Professional Practices
Framework, the term chief audit executive is used to describe
the role of the person responsible for managing internal
audit. CIPFA has decided to use the more familiar term head
of internal audit for the benefit of the wider readership of
this Statement.

Statement approach and structure

The Statement sets out the five principles that define the
core activities and behaviours that belong to the role of the
HIA in public service organisations and the organisational
arrangements needed to support them. Successful
implementation of each of the principles requires the right
ingredients in terms of:

B the organisation
m therole

B theindividual.

For each principle the Statement sets out the organisation’s
responsibilities to ensure HIAs are able to operate effectively
and perform their core duties. The Statement also sets out
the core responsibilities of the HIA, consistent with PSIAS.
Where responsibilities are delegated the nominated HIA
retains overall accountability.

Summaries of personal skills and professional standards then
detail the leadership competencies and technical expertise
organisations can expect from their HIA. These include the
requirements of CIPFA and the other professional bodies’
codes of ethics and the PSIAS Code of Ethics to which the
HIA is bound. The personal skills support all five principles
and are shown together, providing a handy reference for the
person specification of the HIA.

1 The Relevant Internal Audit Standard Setters are: HM Treasury in respect of central government; the Scottish Government, the Department of Finance and Personnel
Northern Ireland and the Welsh Government in respect of central government and the health sector in their administrations; the Department of Health in respect of the
health sector in England (excluding Foundation Trusts); and the Chartered Institute of Public Finance and Accountancy in respect of local government across the UK.
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The Principles To perform this role the head of internal audit must:

The head of internal audit in a public service
organisation plays a critical role in delivering the
organisation’s strategic objectives by:

3 be a senior manager with regular and
open engagement across the organisation,
particularly with the leadership team and

1 objectively assessing the adequacy with the audit committee

and effectiveness of governance and

management of risks, giving an evidence- 4 lead and direct an internal audit service
based opinion on all aspects of governance, that is resourced appropriately, sufficiently
risk management and internal control and effectively

championing best practice in governance 5 be professionally qualified and

and commenting on responses to emerging
risks and proposed developments.

suitably experienced.

The

Organisation

Five
Principles

The
Individual
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principle 1

The head of internal audit (HIA) plays a critical role in delivering the organisation’s strategic
objectives by objectively assessing the adequacy and effectiveness of governance and management
of risks, giving an evidence-based opinion on all aspects of governance, risk management and
internal control.

The UK Public Sector Internal Audit Standards (PSIAS) set out the mission of internal audit which is to ‘enhance and protect
organisational value by providing risk-based and objective assurance, advice and insight’. They also set out Core Principles for
the Professional Practice of Internal Auditing which taken as a whole articulate internal audit effectiveness.

The following core principles are of particular relevance for Principle 1 of the CIPFA Statement:

B Provides risk based assurance.

B s objective and free from undue influence (independent).

B Aligns with the strategies, objectives, and risks of the organisation.

Organisational responsibilities

To enable the HIA to fulfil their role the leadership team should ensure they:

B set out the responsibilities of the leadership team for internal audit

B establish an internal accountability and assurance framework including how internal audit works with other providers
of assurance

B set out how the framework of assurance supports the annual governance statement and identify internal audit’s role
within it. The HIA should not be responsible for the statement

B setout the responsibilities of the HIA and ensure the independence of the role is preserved. If additional responsibilities
are taken on then appropriate safeguards should be put in place

B ensure internal audit is independent of external audit
B establish clear lines of reporting of the HIA to the leadership team and to the audit committee

B ensure the HIA reports in their own right and that the annual internal audit opinion and report are issued in the name of
the HIA

B ensure the internal audit charter and plan are approved by the audit committee in accordance with the PSIAS.
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A

Core HIA responsibilities

To fulfil Principle 1 the HIA should:

B ensure that internal audit’s work is risk-based and aligned to the organisation’s strategic objectives and will support the

annual internal audit opinion

B identify where internal audit assurance will add the most value or do most to facilitate improvement

B produce an evidence-based annual internal audit opinion on the overall adequacy and effectiveness of the
organisation’s framework of governance, risk management and control.

Commentary

Independence and objectivity

The leadership team is responsible for the organisation
achieving its objectives and for the underlying governance
arrangements and effective frameworks of risk management
and internal control. The HIA’s unique role is to evaluate
these arrangements and provide independent assurance

on their effectiveness. So it is important that the HIA is
independent of operational management and is seen

to provide objective views and opinions. Where the HIA

has responsibilities beyond internal audit the risks to
independence must be recognised and adequate safeguards
need to be approved by the audit committee and put in place
to protect independence and objectivity.

Broad scope of assurance

The leadership team needs regular assurance that the
organisation has good governance arrangements and is
effectively managing its risks. The assurance framework
that provides this will have a number of sources including
a clearly defined management accountability framework,
performance management and risk management, together
with internal compliance functions such as legal, HR

and health and safety. Assurance is also available from
external inspectors and agencies and external auditors.
Some organisations use the ‘three lines of defence’ model
to explain these relationships. Setting out this framework
of assurance should also help in explaining to others how
internal audit fits into the wider governance picture.

The annual HIA opinion is on the overall adequacy and
effectiveness of the organisation’s framework of governance,
risk management and control in accordance with PSIAS. It
is the most important output from the HIA and is one of the
main sources of objective assurance that chief executives
and the leadership team have for their annual governance
statement. The HIA opinion is unique within the wider
assurance framework in that is independent and objective
and in accordance with professional standards. This opinion
must reflect the work done during the year and it must
summarise the main findings and conclusions together
with any specific concerns the HIA has. To build a robust
opinion on the adequacy of the governance, risk and control
framework the HIA will need to review and if appropriate
place reliance on the work of others.

Evidence-based assurance

The HIA’s opinion must be well founded if it is to give proper
assurance to the organisation and improve governance

and control arrangements. This means internal audit
planning must be well focused and in accordance with
professional standards.

The HIA may look to the work of other functions, partner
organisations and other agencies as evidence for their
assurance. Here the HIA must understand the basis for their
assurances and its adequacy and whether the HIA needs

to carry out any additional review work. A summary of
assurances given and relied upon should be included in the
HIA’s annual report.
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One of the HIA’s key relationships must be with the external
auditor. The role of the external auditor is to provide an
opinion on the financial statements of the organisation
together with wider reporting on value for money or best
value. The external auditor will share internal audit’s
interest in the governance risk and control environment and
both auditors should share their plans and findings on a
regular basis.

Develop and implement a risk-based audit approach

Risk management is key to the effective delivery of public
services. Organisations are becoming more mature in how
they identify, evaluate and manage risks and opportunities.
The HIA should encourage the organisation to improve its
approach to risk management and the HIA opinion on the
adequacy and effectiveness of risk management will provide
assurance on an annual basis.

The audit plan must identify the priorities for internal audit
based on an assessment of the key risks to organisational
objectives and the extent of alternative sources of assurance,
as well as the resources and skills needed to deliver it.
Responsibility for effective governance, risk management
and control arrangements remains with the organisation; the
HIA cannot be expected to prevent or detect all weaknesses
or failures in internal control nor can the internal audit plan
cover all areas of risk across the organisation.
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principle 2 2

The head of internal audit (HIA) in a public service organisation plays a critical role in delivering the
organisation’s strategic objectives by championing best practice in governance and commenting on
responses to emerging risks and proposed developments.

The UK Public Sector Internal Audit Standards set out Core Principles for the Professional Practice of Internal Auditing which

taken as a whole articulate internal audit effectiveness. The following core principles are of particular relevance for Principle 2
of the CIPFA Statement:

B Aligns with the strategies, objectives, and risks of the organisation.

B s insightful, proactive, and future-focused.

B Promotes organisational improvement.

A

Organisational responsibilities

To enable the HIA to fulfil their role the leadership team should ensure that they:

B establish top level commitment to the principles of good governance, recognising its importance for achieving

strategic objectives
B setout the HIA’s role in good governance and how this fits with the role of others
B recognise and support the role internal audit can play in providing advice and consultancy internally

ensure that the HIA has the opportunity to advise on or provide assurance on all major projects, programmes and
policy initiatives

B take account of the HIA’s advice in new and developing systems.
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A

Core HIA responsibilities

To fulfil Principle 2 the HIA should:

B work with others in the organisation to promote and support good governance

B help the organisation understand the risks to good governance

B give advice to the leadership team and others on the control arrangements and risks relating to proposed policies,

programmes and projects

B promote the highest standards of ethics and standards across the organisation based on the principles of integrity,

objectivity, competence and confidentiality

B demonstrate the benefits of good governance for effective public service delivery and how the HIA can help

B offer advisory or consulting services where appropriate

B give advice on risk and internal control arrangements for new and developing systems, including major projects,
programmes and policy initiatives whilst maintaining safeguards over independence.

Commentary

Promoting good governance

Good governance is fundamental to establishing confidence
in public services. All managers have a responsibility for
exercising good governance but the HIA can promote the
principles of good governance across the organisation
through their assurance and advisory work, encouraging
good practice. This is consistent with the Core Principles for
the Professional Practice of Internal Auditing. The internal
audit charter sets out the scope of internal audit activities
and provides the opportunity to outline how the HIA will fulfil
this role.

Good governance is core to achieving strategic aims and
demonstrating that public money is used well. The HIA can
support the leadership team in establishing, maintaining
and improving governance by promoting the benefits of good
governance, interpreting and advising on the application of
governance principles as well as reporting on governance
risks. There are also benefits for the HIA in taking such an
approach as this helps staff and the audit committee see
the wider purpose of internal audit’s work and the support
they can provide. While the HIA is not responsible for the
organisation’s public report on governance, the HIA can

provide support to ensure the assessment is robust and the
statement itself is effective.

The HIA should understand the range of risks to good
governance the organisation faces, such as entering into new
collaborative arrangements, managing resource pressures

or taking on new statutory responsibilities. The HIA should
then assess how best to support good governance and
organisational improvement.

Advising on proposed developments

The HIA will seek to ensure the work of internal audit is
aligned to the organisation’s strategic goals and governance
responsibilities. To facilitate this HIAs must be asked

to consider the impact of proposed policy initiatives,
programmes and projects as well as responses to emerging
risks. HIAs should be made aware of major new systems and
proposed initiatives such as new collaborative or commercial
arrangements to help ensure risks are properly identified and
evaluated and appropriate controls built in. Managers and
the HIA must therefore be clear on the scope of any internal
audit work here and of the kind of advice that is given to
ensure the independence of other audit work and the HIA
annual opinion is not compromised.
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principle 3 3

The HIA must be a senior manager with regular and open engagement across the organisation,
particularly with the leadership team and with the audit committee.

The UK Public Sector Internal Audit Standards set out core principles for the Professional Practice of Internal Auditing which
taken as a whole articulate internal audit effectiveness. The following core principles are of particular relevance for Principle 3
of the CIPFA Statement:

B Is objective and free from undue influence (independent).

B Is appropriately positioned and adequately resourced.

A

Organisational responsibilities

To enable the HIA to fulfil their role the leadership team should:

B designate a named individual as HIA in line with the principles in this Statement. The individual could be someone from
another organisation where internal audit is contracted out or shared. Where this is the case then the roles of the HIA
and the client manager must be clearly set out in the contract or agreement

B ensure that where the HIA is an employee they report functionally to a member of the leadership team. The HIA
should be sufficiently senior and independent within the organisation’s structure to allow them to carry out their role
effectively and be able to provide credibly constructive challenge to management

B engage constructively with the HIA and facilitate their role throughout the organisation

B ensure the audit committee terms of reference? includes oversight of internal audit including the monitoring of
adherence to professional standards

B ensure the HIA’s reporting relationship with the audit committee and its chair as set out in the internal audit charter
is applied

B ensure the organisation’s governance arrangements give the HIA:
— direct access to the chief executive, other leadership team members, the audit committee and external audit; and
— attendance at meetings of the leadership team and management team when the HIA considers this to be appropriate

B setout unfettered rights of access for internal audit to all papers and all people in the organisation, as well as
appropriate access in arms-length bodies

B setout the HIA’s responsibilities relating to organisational partners including collaborations and outsourced and
shared services.

2 In Local Government and Police CIPFA’s Position Statement and supporting guidance include examples of audit committee terms of reference, including the
committee’s responsibilities for internal audit. Audit Committee Practical Guidance for Local Government and Police, CIPFA, 2018
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A

Core HIA responsibilities

To fulfil Principle 3 the HIA should:

B ensure the internal audit charter clearly establishes appropriate reporting lines that facilitate engagement with the

leadership team and audit committee

B escalate any concerns about maintaining independence through the line manager, chief executive, audit committee and

leadership team or external auditor as appropriate

B contribute to the review of audit committee effectiveness, advising the chair and relevant managers of any

suggested improvements

B consult stakeholders, including senior managers and non-executive directors/elected representatives on internal

audit plans.

Commentary

Senior manager

Heads of internal audit face increasing challenges and
higher expectations from stakeholders, especially in helping
organisations look forward. Regardless of how the internal
audit is provided the HIA must be able to operate at the
heart of the organisation, challenging and supporting

the leadership team with authority and credibility. They
should also be seen as a leader, promoting improvement
and good governance. To do this effectively, make an
impact and add value, the HIA position must be at a senior
management level.

The HIA must also have unfettered access to key people
across the organisation, especially to the chief executive,
leadership team and audit committee chair.

The HIA role must be filled by a named individual so that

all are clear about lines of responsibility. Where the service
is provided in-house this should be straightforward. Where
the service is contracted out or shared with others then the
organisation must decide whether the HIA should come from
within the organisation or from the supplier of the audit
service. In the latter case the relationship between the HIA
and the organisation, including the audit committee, must
be clearly set out and arrangements made to ensure there is
adequate access and visibility of the HIA to the leadership
team. In practice it is likely that the HIA will be the person
who is responsible for drawing up the internal audit charter

and plan, issuing the HIA annual internal audit opinion and
engaging with the audit committee.

Engagement with the leadership team

The leadership team in public service organisations takes
many forms, with different mixes of executive and non—
executive members, as well as elected representatives.
Collectively the leadership team is responsible for setting the
strategic direction for the organisation, its implementation
and the delivery of public services. The HIA must also have a
right of access to individual members of the leadership team
and should expect the support of the team consistent with
reporting relationships set out in PSIAS.

Wherever the HIA is in the organisational structure the
HIA will need to ensure and demonstrate adequate
independence and objectivity. A senior position supports
this, alongside appropriate safeguards if they have other
management responsibilities.

Engagement with the audit committee

The HIA’s relationship with the audit committee, and
especially the chair, is crucial. They should be mutually
supportive in their aim to be objective and to provide
challenge and support across the organisation and improve
governance, risk management and internal control. The HIA
must work closely with the audit committee chair so that
they are clear about their respective roles and make best use
of internal audit.
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principle 4 "

The HIA must lead and direct an internal audit service that is resourced appropriately, sufficiently
and effectively.

The UK Public Sector Internal Audit Standards set out Core Principles for the Professional Practice of Internal Auditing which

taken as whole articulate internal audit effectiveness. The following core principles are of particular relevance for Principle 4
of the CIPFA Statement:

B Demonstrates integrity.
B s appropriately positioned and adequately resourced.

B Demonstrates quality and continuous improvement.

A

Organisational responsibilities

To enable the HIA to fulfil their role the leadership team should:

B provide the HIA with the status, resources, expertise and systems necessary to perform their role effectively

B ensure the audit committee contributes to a performance framework for the HIA and the internal audit service and takes
action as appropriate

B ensure an external review of internal audit quality is carried out at least once every five years in accordance with PSIAS

[ |

ensure the audit committee provides support for and participates in the quality assurance and improvement programme
as set out in PSIAS.
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A

Core HIA responsibilities

To fulfil Principle 4 the HIA should:

lead and direct the internal audit service so that it meets the needs of the organisation and external stakeholders and
fulfils professional standards

demonstrate how internal audit adds value to the organisation

determine the resources, expertise, qualifications and systems for the internal audit service that are required to meet
internal audit’s objectives

inform the leadership team and audit committee as soon as they become aware of insufficient resources to carry out a
satisfactory level of internal audit, and the consequence for the level of assurance that may be given

ensure the professional and personal training needs for staff are assessed and that these needs are met
establish a quality assurance and improvement programme that includes:

— ensuring professional internal audit standards are complied with

— reviewing the performance of internal audit and ensuring the service provided is in line with the expectations and
needs of its stakeholders

— providing an efficient and effective internal audit service — demonstrating this by agreeing key performance indicators
and targets with the line manager and audit committee; annually reporting achievements against targets

— putting in place adequate ongoing monitoring and periodic review of internal audit work and supervision and review of
files, to ensure that audit plans, work and reports are evidence-based and of good quality

— seeking continuous improvement in the internal audit service

keep up to date with developments in governance, risk management, control and internal auditing, including
networking with other HIAs and learning from them, implementing improvements where appropriate.

14
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Commentary

Meeting the needs of the business

Effective governance is critical in public service organisations
and internal audit needs to play its part. The HIA must have a
firm grasp and understanding of the organisation’s business
as well as its control environment. This will allow HIAs to

give an opinion to the leadership team on how well these
arrangements are working.

Whether internal audit is provided in-house, through a
shared service or outsourced, the internal audit resources
available must be proportionate to the size, complexity and
risk profile of the organisation and must be enough for the
HIA to give a reliable annual internal audit opinion on the
organisation’s framework of governance, risk management
and control. Responsibility for ensuring that an effective and
appropriately resourced internal audit service is in place rests
with the organisation.

The HIA must set out the audit coverage and audit resources
needed to give a sound, evidence-based annual audit opinion
and must advise the audit committee and the leadership
team where the available resources are inadequate and the
consequences for the level of assurance that the HIA is able
to give. Where concerns are raised by the HIA it is vital that
they are listened to and the consequences understood.

Appropriately developed internal audit skills

A great deal of reliance is placed on the work of internal audit
and the HIA must ensure all the work, including planning
and individual assignments, is consistently of a high quality
and in line with professional standards. The HIA must

also ensure that all staff demonstrate the highest ethical
standards. The HIA therefore has a responsibility to ensure
that internal audit staff have appropriate qualifications,
knowledge, skills and competencies and have access to
development opportunities.

The HIA must provide clear guidance for internal audit

staff with appropriate quality assurance for internal audit

as a whole and for each audit assignment. The HIA has a
duty to ensure their staff comply with the PSIAS and must
have systems to verify this. More widely the HIA should
ensure they and the team are up to date on current issues
affecting their organisation and on internal audit techniques
and developments.
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principle 5 5

The HIA must be professionally qualified and suitably experienced.

The UK Public Sector Internal Audit Standards set out Core Principles for the Professional Practice of Internal Auditing which

taken as a whole articulate internal audit effectiveness. The following core principles are of particular relevance for Principle 5
of the CIPFA Statement:

B Demonstrates competence and due professional care.

B Communicates effectively.

Organisational responsibilities

To enable the HIA to fulfil their role the leadership team should:

B appoint a professionally qualified HIA® whose core responsibilities include those set out in the PSIAS as well as under the

other principles in this statement and ensure that these are properly understood throughout the organisation

ensure the HIA has the skills, knowledge and internal audit experience, together with sufficient resources to perform
effectively in the role

B support continuing professional development of the HIA.

Core HIA responsibilities
To fulfil Principle 5 the HIA should:

B Dbe a full member of an appropriate professional body and have an active programme for personal
professional development

B adhere to professional internal audit and ethical standards (and where appropriate accounting and auditing standards).

3 PSIAS requires that the HIA must hold a professional qualification (CCAB, CMIIA or equivalent).
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Commentary

Demonstrating professional and interpersonal skills

The HIA must be able to demonstrate their own professional
credibility to exercise influence throughout the organisation.
The HIA must be professionally qualified.

The HIA must adhere to the professional values of accuracy,
honesty, integrity, objectivity, impartiality, transparency,
confidentiality, competence and reliability and promote
these throughout the internal audit service.

The HIA must be able to operate effectively in different
modes including directing, influencing, evaluating and
informing. The HIA must be able to give objective opinions
and advice even if this may be unwelcome and to intervene
with authority where necessary. The HIA must be able to
challenge the status quo and be a catalyst for change,
achieving results through influence, without direct authority.

The HIA must be sensitive to the complexities and pressures
facing organisations.

Applying business and professional experience

The HIA must have an understanding and commitment

to the organisation’s wider business and its delivery
objectives, to inspire respect, confidence and trust amongst
colleagues, with the leadership team, audit committee and
other stakeholders.

The HIA must have a good understanding of business
processes and governance including strategic planning and
performance, financial and risk management.

The HIA should be seen as a catalyst to improving
governance and internal control and also supporting the
organisation in its wider business objectives. The HIA’s
leadership must set the tone that good governance, risk
management, and internal control matter to everyone in
the organisation.
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personal skills and
professional standards

>

This section sets out the personal skills and professional standards of the HIA that are necessary to
support the five principles in practice.

B Give clear, professional and objective advice.
B Report on what is found, without fear or favour.
B Demonstrate integrity to staff and others in the organisation.

B Exercise sound judgement in identifying weaknesses in the organisation’s control environment and a balanced view on
how significant these are.

B Work well with others with specific responsibilities for internal control, risk management and governance including (as
appropriate to the sector) the chief executive, chief legal officer, chief financial officer, audit committee, non-executive
directors and elected representatives.

B Work positively and constructively, influencing the leadership team, audit committee and others to ensure the HIA’s
recommendations are implemented.

B Be arole model — dynamic, determined, positive and robust. They should demonstrate resilient leadership and the
ability to inspire confidence and exemplify high standards of conduct.

B Provide leadership by giving practical examples of good governance that will inspire others.
B Deploy effective facilitating and negotiating skills.

B Build and demonstrate commitment to supporting continuous improvement of the organisation.

B Network effectively to raise the profile and status of internal audit.

B Adopt a flexible style, being able to collaborate, advise and challenge as appropriate.

B Build productive professional relationships both internally and externally.

B Work effectively with the leadership team and audit committee, showing political awareness and sensitivity.

B Be seen to be objective and independent but also pragmatic where appropriate.
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Principle 4

Demonstrate leadership and be an ambassador for internal audit.

Create, communicate and implement a vision for the internal audit service.

Create a customer-focused internal audit service.

Establish an open culture, built on effective coaching and a constructive approach.

Promote effective communication within internal audit, across the broader organisation and with external stakeholders.
Manage and coach staff effectively.

Comply with professional standards and ethics.

Require the highest standards of ethics and standards within internal audit based on the principles of integrity,
objectivity, competence and confidentiality.

Demonstrate a range of skills including communicating, managing and influencing, as well as an understanding of IT
and consulting services.

Understand and have experience of strategic objective setting and management.
Understand the internal audit and regulatory environment applicable to public service organisations.
Demonstrate a comprehensive understanding of governance, risk management and internal control.

Undertake appropriate development or obtain relevant experience in order to demonstrate an understanding of the full
range of the organisation’s activities and processes.
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definitions used

throughout the document

The public services have a wide variety of organisational structures and governance arrangements.
The definitions used in this document are primarily based on those used in CIPFA’s Role of the Chief
Financial Officer Statement and in the Public Sector Internal Audit Standards (PSIAS).

Annual governance report

The mechanism by which an organisation publicly reports on
its governance arrangements each year.

Assurance

An objective examination of evidence for the purpose of
providing an independent assessment on governance, risk
management and control processes for the organisation.

Assurance can come from a variety of sources and internal
audit can be seen as the ‘third line of defence’ with the first
line being the organisation’s policies, processes and controls
and the second being managers’ own checks of this first line.

Assurance framework

This is the primary tool used by a board to ensure that it is
properly informed on the risks of not meeting its objectives
or delivering appropriate outcomes and that it has adequate
assurances on the design and operation of the systems in
place to mitigate those risks.

Audit committee

The governance group charged with independent assurance
of the adequacy of the risk management framework,

the internal control environment and the integrity of
financial reporting.

Board

The group of people charged with setting the strategic
direction for the organisation and responsible for
its achievement.

Chief financial officer

The organisation’s most senior executive role charged with
leading and directing financial strategy and operations.

Control environment

The attitude and actions of the board and management
regarding the importance of control within the organisation.
The control environment provides the discipline and structure
for the achievement of the primary objectives of the system
of internal control. The control environment includes the
following elements:

B Integrity and ethical values.

Management’s philosophy and operating style.
Organisational structure.

Assignment of authority and responsibility.

Human resource policies and practices.

Competence of personnel.

Governance*

The arrangements put in place to ensure that the intended
outcomes for stakeholders are defined and achieved.

Head of internal audit opinion

The opinion issued each year by the HIA on the overall
adequacy and effectiveness of the organisation’s framework
of governance, risk management and control.

The opinion is used by the chief executive in some public
service organisations as a key source in drafting the annual
governance report.

& The International Framework: Good Governance in the Public Services (CIPFA/IFAC, 2014)
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Internal audit

Internal auditing is an independent, objective assurance
and consulting activity designed to add value and
improve an organisation’s operations. It helps an
organisation accomplish its objectives by bringing a
systematic, disciplined approach to evaluate and improve
the effectiveness of risk management, control and
governance processes.

Leadership team

Comprises the board and management team.

Managers

The staff responsible for the achievement of the
organisation’s purpose through services/ businesses and
delivery to its clients/customers.

Management team

The group of executive staff comprising the senior
management charged with the execution of strategy.

Public service organisation

One or more legal bodies managed as a coherent operational
entity with the primary objective of providing goods or
services that deliver social benefits for civic society, are not

privately owned and receive public and/or charitable funding.

Risk management

A process to identify, assess, manage and control potential
events or situations to provide reasonable assurance
regarding the achievement of the organisation’s objectives.
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