East Lothian Council Risk Matrix

Likelihood Description

Description

Impact
on Reputation

Impact on Assets

Business Continuity

Legal & Regulatory

Highly damaging, severe loss of
public confidence, Scottish
Government or Audit Scotland
involved. Prolonged regional and
national condemnation.

Significant disruption to building,
facilities, vehicles or equipment
(Loss of building, vehicles,
rebuilding required, temporary
accommodation required, vital
equipment lost without
replacement capability available
resulting in services being unable
to be delivered).

Complete inability to provide
service/system, prolonged
downtime with no back-up in place.

Catastrophic legal, regulatory, or
contractual breach likely to result in
substantial fines or other sanctions,
including substantial involvment from
regulators.

Serious negative national or
regional criticism and publicity.

Major disruption to building,
facilities, vehicles or equipment
(Significant part of building
unusable for prolonged period of
time, alternative accommodation
required, equipment or vehicles
unavailble to provide significant
elements of service delivery and
no appropriate contingency
arrangements in place).

Significant impact on service
provision or loss of service.

Legal, regulatory, or contractual
breach, severe impact to Council,
fines and regulatory action publicly
enforced.

Adverse national media public
attention with elected members
becoming involved.

Moderate disruption to building,
facilities, vehicles or equipment
(loss of use of building for medium
period, loss of equipment or
vehicles requires contingency
arrangements to be employed and
has moderate impact on overall
service delievery).

Security support and performance
of service/system borderline.

Legal, regulatory, or contractual
breach, moderate impact to Council,
regulator action and or improvement
required of the Council .

Minor adverse local, public or
media attention and complaints.

Minor disruption to building,
facilities, vehicles or equipment
(alternative arrangements in place
and covered by insurance,
equipment or vehicles unavailable
for small period of time minor
impact on service).

Reasonable back-up
arrangements, minor downtime of
service/system.

Legal, regulatory, or contractual
breach, minor impact to Council,
regulator advice and improvement
requested of the Council.

Public concern restricted to local
complaints and of no interest to
the media.

Minimal disruption to building,
facilities, vehicles or equipment
(alternative arrangements in place,
equipment or vehicles alternative
quickly available to replace or
subsitute).

No operational difficulties, back-up
support in place and security level
acceptable.

Legal, regulatory, or contractual
breach, negligible impact to Council,
regulator suggested improvements
requested.

Likelihood of Occurrence Score Description
Almost Certain 5 >90% chance of occuring
Probable 4 70%-90% chance of occurrence
Possible 3 30-70% chance of occuring
Unlikely 2 10-30% chance of occuring
Rare 1 <10% chance of occuring
Impact Description
Impact of Occurrence Score
Physical and/or
Impact on Service Objectives Financial Impact Psychological Impact Impact on Time
on People
Severe impacts on budgets
(emergency Corporate measures
C . . to be taken to stabilise Council
Catastrophic failure in service . . \ . . .
. ; Finances. Consideration should Single or Multiple fatality and or
delivery and key service standards . o o . . .
. .| be given as to whether this is an physcological impact, within Serious - in excess of 2 years to
Catastrophic 5 are not met, long-term catastrophic| . . . ) . "
. . . insured or uninsured risk and council control, leading to fatal recover pre-event position.
interruption to operations, several . . .
. . whether there may be reliance on accident enquiry.
major partnerships are affected -
reserves. The Council is expected
to hold a reserve to budget ratio of
2%.
Major impact on budgets (need for
Major impact to service quality, | Corporate solution to be identified Number of extensive injuries
multiple service standards are not to resolve funding difficulty). (major permanent harm) or major .
. . ) . . ) L Maijor - between 1 & 2 years to
Major 4 met, long-term disruption to Consideration should be given as physcological impact to "
. . . o . . recover pre-event position.
operations, multiple partnerships to whether this is an insured or employees, service users or
affected. uninsured risk and whether there public.
may be reliance on reserves.
Serious injury requiring medical
Slgmflcant.fall n serwcg quality, Moderate impact on budgets (can treat.mer)t or moderate Considerable - between 6 months
major partnership . I physcological impact to employee,
Moderate 3 . . . . be contained within overall . . ; and 1 year to recover pre-event
relationships strained, serious , service user or public (semi- o
. L : directorate budget). . position.
disruption in service standards. permanent harm up to 1yr), council
liable.
Minor impact to service quality, . .
. . . . Non life changing injury or
minor service standards are Minor impact on budgets (can be L
. . . . s . \ physcological impact to staff or |Some - between 2 and 6 months to
Minor 2 not met, short-term disruption to contained within service head's , L
. . . member of the public requiring recover.
operations, minor impact budget).
. treatement.
on a partnerships
- No impact to service quality, Minimal impact on budgets (can be Mlnor injury or minor physgologlcal Minimal - Up to 2 months to
Minimal 1 I . . . . L I impact to employee, service user
limited disruption to operations. contained within unit's budget). or public recover.
Risk Impact
Likelihood Minimal (1) Minor (2) Moderate (3) Catastrophic (5)
Almost Certain (5) 5 10 15
Likely (4) 4 8 12
Possible (3) 3 6
Unlikely (2) 2 4 8 10
Remote (1) 1 2 4 5
Key
Risk Low Megium righ [ vewhgn ]
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